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Network Address Translation

Private IP address Public IP address

192.168.1.2
Router 1
192.168.1.1 202.45.1.1
- —a—
Switch 1 NAT Device
192.168.1.3

192.168.1.4
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Firewall / NAT / Port Forward (2]

Port Forward 1:1 Outbound NPt

Source Source
) Interface Protocol Address Ports Dest. Address Dest. Ports NAT IP NAT Ports Description Actions
0O v 24 WAN TCP * * 195.146.59.22 50189 192.168.110.189 22 (SSH) LMO-Tadi-Personal-SSH £ U
11
0O v 23 WAN TCP * * 195.146.59.22 50193 192.168.110.193 22 (SSH) GR-SSH £ L)
m
0O v 24 WAN TCP iranacc * 195.146.59.22 50120 192.168.110.120 22 (SSH) Jfrog-SSH 4
m
0O v 23 WAN TCP * * 195.146.59.22 50194 192.168.110.194 22 (SSH) Erfan-UbuntuDesktop-SSH 4
m
0O v 24 WAN TCP * * 195.146.59.22 60194 192.168.110.194 5900 (VNC) Erfan-UbuntuDesktop-VNC £ U
11
0O v A WAN TCP * * 195.146.59.22 50192 192.168.110.192 22 (SSH) LMO-Shayan-Personal £ U



(@) X381 ~ (-zsh)

1E10% _____ IENGB

) 195.146.59.22 50194
195.146.59.22 port 50194 open.




o 881 erfan@erfan-LMOServer: ~ (ssh)

£56% ~—~0u IE 11 GB 2o 26 kBY
rerfan@erfan-LMOServer:~$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1lft forever
2: ens18: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether da:82:ed:d0:62:d8 brd ff:ff:ff:ff:ff:ff
altname enp0s18
inet 192.168.110.194/24 brd 192.168.110.255 scope global noprefixroute ensl18
valid_1ft forever preferred_lft forever
inet6 fe80::c909:e2e7:5a41:b2e8/64 scope link noprefixroute
valid_1ft forever preferred_lft forever
erfan@erfan-LMOServer:~$ netstat -1
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address
tcp 0 0 localhost:ipp
tcp 0.0.0.0:ssh
tcp localhost:domain
tcp 0.0.0.0:5900
tcp6 RS
tcpb [::1:5900
tcpb ip6-Tlocalhost:ipp
udp localhost:domain
udp 0.0.0.0:34451
udp mdns.mcast.net:mdns
udp mdns.mcast.net:mdns
udp 0.0.0.0:mdns
udp6 [::]:mdns
udp6 [::]:55781
rawé [::]:ipv6-icmp
Active UNIX domain sockets (only servers)
Proto RefCnt Flags Type State I-Node Path
unix [ ACC STREAM LISTENING 23801 /run/systemd/resolve/io.systemd.Resolve
unix [ ACC STREAM LISTENING 22018 /tmp/.X11-unix/X0
unix [ ACC STREAM LISTENING 4280906 /run/uuidd/request
unix [ ACC STREAM LISTENING 22079 /tmp/.ICE-unix/1397
[
[

State

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN

(SIS IS IS IS IS IS TGS IS IS I GS IS I G RS
(SIS IS IS IS IS IS IS ISR I S IS I G S
el S SIS R I S I SIS I Sy |

unix ACC STREAM LISTENING 21835 /run/acpid.socket
unix ACC STREAM LISTENING 21837 /run/avahi-daemon/socket




Firewall

Filker Rules ~ MAT ‘Mangle Raw Service Ports  Connections = Address Lists | Layer? Protocols

o ||= & 8 (O | |(0ResetCounters || (O Reset All Counters [Fingd | [all

# | l.ﬁ.ction IChain ‘Src. Address Dst. Address lSrc. .ﬁ.d...‘Dst. nd...letn...‘Src. Port  |Dst, Port  |In. Interface |Dut. In...‘In. Inte.. |Out. In...lBytes ‘F‘ackets | I‘V
131 defconf: masquerade
0 % masquerade  srcnat WA 4949 KiB 7090
1% % masguerade  srcnat 192,1658.1.0/24 0B o
2% Y masguerade  srcnat ey 0OE o
3 %! masquerade  srcnat [2kp-outl 759.1 KiE g /03
4 %! masquerade  srcnat OVPr-0... 0B 0
5 %! masquerade  srcnat 192,168.70.0/24 105.5 KiB 3049
f 4| masquerade  srcnat 192.163.71.0/24 0B 1]
--- ovpr-oukl nok ready
71 Yl masquerade  srcnat OvPn-o. .. 0B ]
--- ovpn-ouk3 not ready
gl Yl masquerade  srcnat Ovpn-o... 0B ]
s 192,168,90,15: TCP HA
a » " dsk-nat dstnat 10.10.0.200 6 (tcp) 3123 ovpn-out? 1740 B 29
i 192,168,90,15: TCP RPIZW S5H

10 v dst-nat dstnat 10,10.0.200 & (tcpl 22016 ovpn-oukZ 0B 1]
i1 192,165.90,10: TCP MYR

11 v dst-nat dstnat 10.10.0.200 6 (tcp) ITIIT ovpn-oukZ 0B 1]
upnp 192,168,90,10: TCP

1z v dst-nat dstnat 192.163.1.10 6 (tcp) 5201 ethers 0B 1]
i1 OvpnYPMLocal

13 =® b ' dst-nak dsknat & (tcpl 53148 Wak OE 0
shupnp 192,1658,90,10: TCP

14 0 »" dst-nat dstnat 10.10.0.200 & (tcpd IFIIT ovpn-ouk 0B 1]

15 items (1 selected)
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80 HTTP

[_Q : 443 HTTPS
LSLQ u“9 . 69[);@ 53 DNS
SR—)9 9200 25 SMTP
alo 99 30 20 (Data), 21 (Control) FTP

22 SSH
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O \ 381 erfan@erfan-LMOServer... 31 root@volla: ~ (ssh)

if3% ____________________ gE10GB

root@volla ~ # ufw status
Status: active

Action From
22/tcp Anywhere
80 Anywhere
443 Anywhere
123/udp Anywhere
mosh Anywhere
7900 Anywhere
3001 Anywhere
8081/tcp Anywhere
5432 Anywhere
22/tcp (v6) Anywhere
80 (v6) Anywhere
443 (v6) Anywhere
123/udp (v6) Anywhere
mosh (v6) Anywhere
7900 (v6) Anywhere
3001 (v6) Anywhere
8081/tcp (vb6) Anywhere
5432 (v6) Anywhere
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root@volla ~ # I







